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Abstract

Tallinn Manual 2.0 on International Law Applicable on Cyber Operations (hereinafter, Tal-
linn Manual 2.0 or Manual), which is prepared in 2017, has addressed cyber operations in occupation
situation in its Chapter 19. Employing a descriptive-analytical method, the present article tries to assess
the standards governing cyber operations in the course of military occupation from the perspective of
the aforementioned Manual. According to Tallinn Manual 2.0, cyber operations cannot alone suffice
to establish or maintain the degree of authority over territory necessary to constitute an occupation.
However, these operations can be employed to help establish or maintain the requisite authority to con-
stitute occupation. Additionally, they may be employed to disrupt or degrade computer systems used
by and Occupying Power to maintain authority over the occupied territory. Pursuant to the Manual,
protected persons in occupied territory must be respected and protected from the harmful effects of
cyber operations. Furthermore, the Occupying Power shall take all the measures in its power to restore
and ensure public order and safety, while respecting the laws in force in the country, including the
laws applicable to cyber activities. In addition, the Occupying Power may take measures necessary to
ensure its general security, including the integrity and reliability of its own cyber systems. And finally,
to the extent the law of occupation permits the confiscation or requisition of property, taking control of
cyber infrastructure or systems is likewise permitted. It appears that the traditional rules governing law
of military occupation stipulated in 1907 Hague Regulations as well as the Fourth Geneva Convention
are applied during the conduct of cyber operations and on cyber activities and properties. In spite of its
undeniable role in the effort to clarify international law on cyber operations, the Manual is faced with
challenges and gaps such as non-binding nature, non-incorporation of all rules of military occupation
and non-sufficient attention to requirements of cyberspace. It is expected that at least some of them

would be taken into consideration in Tallinn Manual 3.0 which is managed to be published in 2026.
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1 Law of military occupation
2 Geneva Convention Relative to the Protection of Civilian Persons in Time of War
(12 August 1949)
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1 Cyber space

2 NATO Cooperative Cyber Defence Centre of Excellence (NATO CCD COE)

3 Tallinn

4 Tallinn Manual 2.0 on International Law Applicable to Cyber Operations (Tallinn
Manual 2.0)
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2 Peer-to-peer
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1 The Promotion, Protection and Enjoyment of Human Rights on the Internet
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