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1. Cyber War
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3. World Economic Forum (WEF)

4. Cyber Attack

5. Databases

6. Anonymity

7. Solar Sunrise
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2. Cyberwarfare
3. Cyberweapon
4. Stuxnet Malware (Stuxnet Worm)
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(Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule.10, Commentary 9)
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2. Aramco
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1. jus ad bellum
2. The Council of Europe
3. The 2001 Budapest Convention on Cybercrime, Entered into Force on 1 July
2004
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bl e ol oo
(Additional Protocol Concerning the Criminalization of Acts of a Racist and Xe-
nophobic Nature Committed through Computer System (2003), Entered into Force
on 1 March 2006)
5. The North Atlantic Treaty Organization (NATO)
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«(Liivoja and McCormack, 2013: 4-12) eSSl 1, sooas Slolas! jal oyl
7. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 48, Commentary 9
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8. G.A. Res. 45/121, para. 3 (Dec. 14, 1990)



055 & Jeu s cue siae 5 sombas 2las

aelsd 392 5l Glol @ ol el el 938l T aisS < jlie (Malliyes (6l
@ gl (S55z 9 DMox (nl ) 10dS e (5 mle DMex g035 )3 (S e
gl |y ogas cnl jo cdss g, len U o)l Shar san—ioy ag)]
AR
Cadgazme (ygoy 23l oo g a5 S Lins [l 4y (ol aslsd laas
435790 Sl g (3ye Foi> Wiz o g anled (g mlw SDlex 4 pla
s 61 5] (K5 s Lol 3,5 (loacld (6 pmlns SMa pgas 4o o
edlos slaglajlo ls oasd 525 6 bl Slibos a1 35250 aelsd Hls o
oo L) dloz 5l sdaie slocdss o bl sazolonl e o bl aiile
Oyl S e plad il <oy Ll sl LB gy il )l S o]
Ol Hhs bl .(Roscini, 2014: 19-22) o lassd ,a, 1y 4y Jlas ol Il g
S, bnls) Lad o Bd 5 (5 25k DOMST (g4l o (5 nFols Mol
Slile @ a5 wled oo anli 1) 3,509, (nl (63de Vo 8 Jlo ;0 3551105 adle
4l onl 53 Gl eiu 9 el (Sl Dl o0 (soad Dlaalas )3 70
S o oolial IS glaoss 5l oanles Sy (yud b a5 alSim syled oo gy
Se olgre 4 g wbiee JolSS Gloy Jobo 50 SloMasl (nl Sline o5 als o
g ge Nixie SVsb s 50,55 <y (sl oanlas Sy a5 e iple gousls
55 de lMan] wlazsls das sanles sl b 45 05 5,5 aisS cpl Wby
4 0,509) e bl cpl 5o Mol asls ol Jl> 5o line G T o

o0 p e )0 7y dilline salos porie g 595 A gl Cucgion

1. G.A. Res. 55/63, para. 1 (Jan. 22, 2001)
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3. Dispute Regarding Navigational and Related Rights (Costa Rica v Nicaragua),
ICJ Reports 2009, para. 66
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1. The prohibition of the use of force

2. U.N. Charter, art. 2, para. 4

26158 5 (52 Ol 41y 155 4 Joss o ol {0 AAP) 5SS (50 15 (5 Fols (Mollis s

Nicaragua v. United States of America, L.C.J.) cul ooy olwliss by ol 3si>
.(Reports 1986. paras. 188-190

3. Armed Attack

4. Doc. 784, 1/1/27, 6 UN.C.I.O Docs. 331, 334, 609 (1945)

5. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael

Schmitt ed., Cambridge University Press 2013), Rule. 13, Commentary 3
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1. Ibid., Commentary 4
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3. The Instrument-Based Approach

4. The Target-Based Approach

5. The Effects-Based Approach

6. Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion (1996)
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1.C.J. Reports, para. 39

1. S/RES/1368 (2001) of 12 September 2001 and S/RES/1373 (2001) OF 28 Sep-
tember 2001

2. ‘Scale and Effects’ Test

3. Armed Attack

4. Mere Frontier Incident

5. Nicaragua v. United States of America, I.C.J. Reports 1986. para. 195

6. Nicaragua v. United States of America, I.C.J. Reports 1986. para. 195

7. Oil Platforms Case, I.C.J. Reports 2003, paras. 51,64

8. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 11
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1. Cyber Operation

2. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 10

3. Ibid., Commentary 10

4. The Principle of Non-Intervention

5. Nicaragua v. United States of America, I.C.J. Reports 1986. paras. 108,202
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1. IP. Address (Internet Protocol Address)
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What is a Botnet | Preventing Botnet Attacks | Kaspersky Lab US (at URL:https://

usa.kaspersky.com/internet-security-center/threats/botnet-attacks (last accessed 12

-Mar-2017)

3. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael

Schmitt ed., Cambridge University Press 2013), Rules. 7,8
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1. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts
2001, art. 4

2.1bid., art. 5

3. Cyber Security Operation Center

4. Russian Business Network (RBN)

5. Denial of Service (DoS) Attack

6. Hacker

7. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts
2001, art. 11

8. Incitement

9. Chat Rooms
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Schmitt ed., Cambridge University Press 2013), Rule. 13, Commentary 12
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